OBIPYHTYBAHHS
TEeXHIYHUX TA AKICHUX XapaKTePUCTUK NMPeAMeTa 3aKyliBJIi, HOro 04ikyBaHOI BapTOCTi
Ta/a00 po3Mipy OI0IKETHOI0 MPU3HAYEHHA B MeKaX 3aKyHiBJIi

UA-2026-08-18-010209-a
3amoBHUK: [[epkaBHa ycTaHOBA « Y pAOBUN KOHTAaKTHHUH eHTp» (nani-Llentp) (EAPIIOY 36521731)

Micue3naxomkenns 3amoBuuka: 01001, m. Kuis, Byn. Ecrutananna, 6ya. 8/10

Kareropis 3amoBHHMKa: 1opuauuHa ocola, sika 3a0e3neuye moTpeOHu JepxaBu ad0 TEPUTOPiaIbHOI
IrpoMajy.

IincraBa nas myoJikanii: mocranoBa Kabinery MinictpiB Ykpaiau «IIpo edekTuBHE BUKOPUCTAHHS
nep>kaBHUX KomTiB» Bix 11 sxoBTHA 2016 p. Ne 710»

IMpenmer 3akymniBiai: 48730000-4 IMTaketu mporpamHoro 3abe3rmeueHHs s 3a0e3MeUCHHS Oe3MeKH
(TTocyru 3 OHOBJIEHHsI JIIICH3IMHOTO MPOTPaMHOTO 3a0E3MEUCHHS I 3aXUCTY MEePCOHATBHUX
KOMIT'IOTEpPIB Ta €JEeKTpOHHOI momTH Bix Kidep3zarpo3), JAK 021:2015: 48730000-4 Ilakern
POrpaMHOro 3a0e3mneyeHHs ist 3a0e3eueHHst Oe3MeKu.

Indopmanis npo TexHiuHi, AKICHI Ta KiJIbKICHI XaPaKTEePUCTHKHU NPeAMeTa 3aKYIiBJIi

HajimeHyBaHH KinbkicTs

[Tocayru 3 OHOBIIEHHS JIIEH3IMHOTO MPOTPaMHOTO 3a0e3MeUeHHS IS
3aXMCTy NEPCOHAIbHUX KOMII'IOTEPIB Ta EJIEKTPOHHOI MOWITH Bij 1
Kkibep3arpo3

PimeHHs MOBMHHO BKJIOYATH JIOCTYI JO HPOrpaMHOi MPOAYKIIi aHTHBIPYCHOTO 3aXUCTY POOOUYMX
CTaHLI{ Ta IPOTrpaMHOI MPOJYKII{ 3aXUCTy €IEKTPOHHOT MOIITH 3 BOYI0BaHOIO MICOYHHUIIEIO.

[IporpaMHa mpoayKIlis MOBUHHA BiJMOBIAATH HACTYMHUM OOOB’SI3KOBUM (DYHKIIIOHATHHHUM BHUMOTaM
(Tabmus Ne 1):
Tabmus Ne 1

3/

TTapame o
paMeTp HaiimenyBaHHS, XapaKTEepUCTUKH

3arajgpHi BUMOTHA

- [IporpaMHa npoayKiiisi MOBMHHA BKIIOYATH MOXJIMBICTh BCTAHOBJICHHS I3 HA
He MeHIIe Hik 251 pobody craHIio

- llenTpanizoBaHa cucreMa ynpaBliHHA (aJIMIHICTPYBaHHS) 3aXUCTOM POOOYHMX
CTaHIIIH, MIIKIIOYEHUX A0 JOKaJIbHOI MEpPexi.

- besneka 1 mu@pyBaHHS KOMaH/ MPHU BiJJaIEHOMY aMIHICTpYBaHHI Ha OCHOBI
MIJIICY areHT-cepBepHOi KOMyHiKalli Hu(POBUMH cepTU(IKaTaMU.

- Binnanene posropraHHsi, KOH(IrypyBaHHS 1 aJMIHICTPYBaHHS KJIEHTIB Ha
poOOYNX CTAHITISX.

- BincyTHicTh mineH31HHUX OOMEXeHb Ha PO3TOpTaHHS JOJIaTKOBUX CEpPBEPIB
BIJIJTaJICHOTO aIMIHICTPYBaHHSI.

- MOX/IMBICTh CTBOPEHHS B CUCTEMI YIPABIIIHHA T'PYN KEPOBAHUX KOMIT'IOTEPIB
SK Bpy4YHY (Ha OCHOBI IMEH KOMII'FOTEpIB), TaK 1 aBTOMAaTHUYHO (HAa OCHOBI
cTpykTypu Active Directory abo miama3onis IP-anpec).

- HasiBHICTh (yHKIIIH IEHTPaIi30BAHOTO 300py CTaTHCTHYHOI 1H(OpMaIii mpo
poOOTY aHTHBIPYCHOTO MPOrPAMHOTO 3a0€3MEUYCHHS Ha POOOYNX CTAHIIIsX.




- MOXXJIMBICTD €KCIIOPTYBAaTH IEBHI XypHaiau Ta / abo moxii mpo poboty
AQHTHUBIPYCHOTO MPOrPaMHOTO 3a0e3MeYeHHsI Ha pOOOUYHX CTAHIISX.

- MoxnuBicTh  iHTerpamii 3  CEpelOBHINEM  JUHAMIYHOTO  aHAII3y
(«TIICOYHUIIIMIY ) TOTO K BUPOOHUKA.

- HasiBHICTB ckaHepy daiiiiB.

- MoxxnuBicTh (hOpMyBaHHS CIIMCKIB TOBIPEHUX AOAATKIB.

- MOXJIMBICTh BIIKJIFOUEHHS CKAaHYBAHHSI JIJISl IOBIPEHUX JIOAATKIB.

- MOXXJIMBICTD BUKITIOYHUTH 3 TIEPEBIPKH (DAl 1 Manku 3 KOHKPETHUM LUIIXOM.

- HasiBHICTH MTOBEIIHKOBOI'O aHaJIi3aToOpa, 110 J03BOJISE HA ITiJICTaBl TOBEIIHKU
JoJaTka 3p00OUTH BUCHOBOK, 3JI0BMUCHE BOHO YU Hi.

- MoXnuBICTh  JOJaBaTW BUKJIIOYEHHS 31 CKaHyBaHHSA I MOAYJIO
MOBEIIHKOBOT'O aHAIII3Y.

- HasiBHICTB TEXHOJIOTIH, 110 TI03BOJISIOTH 10 peryTallii (aiiy, Horo JaBHOCTI Ta
PO3MOBCIOPKEHOCTI BAHOCUTHU BEPJUKT MPO HOr0 3710BMUCHOCTI.

- MOXITMBICTP aBTOMATHYHOI 3MIHM TapaMeTpiB poOOTH MpPH CTapTi 1032
HEPUMETPOM KOPIIOPATUBHOT MEPEXKI.

- HasiBHICTB pe3u€HTHOIO MOHITOPY.

- BukopucranHs eBpUCTUUHUX TEXHOJIOT1H il yac CKaHyBaHHs Ta 3a0e3MeyeHHs
3aXMCTy B PEKUMI peaibHOIO Yacy.

- 3aXMCT BiJ MIMUTYHCHKOTO Ta pexiamHoro I13.

- BusiBnenns pyTkitiB (mpuxoBaHuUX (aiiiiB / CHCTEMHUX aHOMAJIii).

- Mae MicTUTH MOIyJNb, SKMWA TPU BHSBICHHI 3MiH, 10 OynM iHimiioBaHi
3JIOBMHUCHUM CKPUITOM — 3IIMCHIOE Aii YCyHEHHS HACIIJIKIB IIKiIJIHBOTO
BIUIHBY:

e BupnanenHs akTuBHUX (paiiIiB-BipyciB Ta TPOSHIB;

e Bupanenns 3aBaHTakeHux Qaitnis 3moBMucHUM [13;

e BinnosnenHs (aiini, MOIU(PIKOBAHUX TPOSHAMU;

e 3ynMHKY MPOLECIB, 3aIlyllIEHUX Bipycamy;

e BupnaneHHs CTBOpEHMX TUIOK CHUCTEMHOIO peecTpy abo iX 3Ha4YeHb
MO/ (PIKOBaHUX 3TOBMHUCHUMHU CKPUIITAMU;

- Cucrema 3axuCTy OBUHHA 3a0€31euyBaTH 3aXKCT Bl HACTYITHUX THIIIB 3arpo3:

e Bipycu

e TposiHn

e MepexeBi YepB'saKH

e PexnamHi nporpamu

e [lInuryHchki mporpamMu

e [Iporpamu - "a3BOHUIKH"

e [Iporpamu-xaptu

e ['eHeparopu mipaTCbKHUX KIIOUiB

e Bipycu-Bumaraui Ta mQpyBaTbHUKA

- HasiBHICTh MOHITOPUHTY MOJIIN THITY

e TlosiBu HOBOI CiTyX)0U;

e [losiBa HOBOTO 00’€KTY y CIIUCKY aBTO3ammycKy mpu ctapti OC;

e [ exuii cTOpoHHIX 6i10110TEK Y TUIIOBI CUCTEMHI IPOLIECH;

e Moaudikamiit cucteMHUX (haiTiB/mIporecis;

o TlosBu (aiiniB 3 iMeHaMHu, 110 TyOIIOIOTH CHCTEMHI;

e 3miny mnomituk Oesneku OC, 1 T.m. Ta MOXIMBICTH 3aJaHHSA
aBTOMATHUYHOI i MPU BHUSBJICHHI MOIOHOI MOBEIIHKH 3 MEPETiKYy:
JT03B1JI/OJIOKYBaHHS/3auUT MIii y KOpUCTyBada 3a motpedu. [Ipu mpomy
Mae OyTH MOXJIHMBICTh BKa3yBaHHS 4acy 3acTOCYBaHHS il




ABTOMATHYHO, SKIL[O0 KOPUCTYBay HE BiNOBIB HA 3aIUT LI00 JJO3BOIY
4K OJIOKYBAHHS M1103p1LJI0i MOBEIIHKY.

-3axuCT B EKCIUIOMTIB sKUW 3a0e3meuyye 3aXuCT BiJl 3arpo3 3JaTHHX
BUKOPUCTOBYBATH ypa3iauBocTi Java, Flash ta iHmux nogarkis.

- [loknagne sxypHamtoBaHHS, (OpMyBaHHS 3BEACHUX 3BITIB Ta 3BITIB ILOJO
KO>KHOT po00o4oi cTaHii.

- HasiBHicTh anTHBipyCcHOI nepeBipku (aitmiB B apxiBax ¢opmarie ARJ, UPX,
MSCOMP, PKLite, ASPAC, DIET, LZEXE, ACE, BZIP, BZIP2, CAB,
CHM, GZIP, LHA, RAR, TAR, ZIP, BIN, TDO.

- MouBiCTh CKaHyBaHHS (DailTiB mij] 4ac 3amycKy CHCTEMH.

- MOX/HMBICTh CKaHYBaHHS 33 PO3KJIAI0M.

- MoXJIHBICTh 3aIyCKy aHTUBIPYCHOTO CKaHyBaHHsS MO KOMaHJi KOpHUCTyBaya 3
MiJ3aXUCHOI MaIIMHU a00 aaMiHICTpaTopa 3 KOHCOJI IEHTPaIi30BaHOTO
YOpaBIiHHS.

- MoX/UBICTh BIAKIIOUEHHS AHTHUBIPYCHOTO 3aXUCTy a00 OKpEeMHUX MOJIYJIiB
3aXUCTY MPHU HEOOX1AHOCTI.

- ABTOMaTH4YHa aHTUBIPYCHA MepeBipKa 3MIHHUX HOCIIB.

- MOXJIUBICTb 3aIyCKy 3aBJaHb 32 PO3KIIAIOM.

- MOXIUBICTh pEryirOBaHHS PO3MOAULY pecypciB poOodoi CTaHIil MiX
AHTHUBIPYCOM 1 1HIIUMHU JOJATKAMU B 3aJIS)KHOCTI BiJ] pPIBHS HABaHTAXKCHHS
Lentpansuoro Ilponecopa EOM (may3u Mix CkaHyBaHHSM (aiiiiB mpu
JOCSATHEHHI ToporoBux 3Ha4eHb 20% abo 50%).

- HasiBHICTB 3aXUCTy BiJl IIIe HEBIJIOMUX IIKIJTMBUX IPOTPaM HA OCHOBI aHAIII3Y
iXHBOTO TMOBO/DKEHHS Ta KOHTPOJIO 3MIH CHCTEMHOTO  PEECTPY
(moBeIHKOBUI aHalll3 Ta MOJIYJIIO MPOTHO3HOTO MAIITMHHOT'O HAaBYaHHS).

- HasiBHICTB 3aXHCTy BiJl OOTHETIB: BUSBISATH IIKIJUTMBI MPOTPaMH, aHATI3YIOUH
iX cxeMu OOMIHY JaHUMHU 1 MPOTOKOJIH.

- Po3mmpenuii ckanep nmam'sri, SKMi BIICTEXYE MiJ03P1I IPOLECH Ta CKAHYE iX,
SK TUTBKM BOHM BUHHUKAIOTh, IO JO3BOJISIE 3aMOOITTH 3apa)KEHHIO HaBITh
peTenpHO  3amM(poBaHMMM Ta [PUXOBAaHUMH 3arpo3amu, abo X
MaJIOPO3MOBCIODKEHUMH ITPOrpaMaMU-apXiBaTOpaMu.

-3axuct Big RansomWare — aBTOMAaTuyHe CTBOPEHHS pPE3EpBHUX KOIMiH
MoudikoBaHuxX (mm¢poBaHux) ¢ailiniB 1 BITHOBIEHHA iX y pasi, SKIIO iX
Mo udiKy€e NIKITMBA Tporpama-muQpyBaaIbHUK;

- HasiBHICTh epCOHAIBHOTO MIXKMEPEKEBOT0 EKpaHy.

- Mixkmepe)xeBUH €KpaH TMOBHHEH MaTH MOXKJIMBICTH OJIOKYBAaTH MEpEKeBUI
Tpadik KiHIEeBoi Touku He jume 3a [P, aapecoro, HampsiMKOM, HOPTOM
NpPU3HAYEHHS Ta 1HIIUMHU MEPEKEBUMH aTpUOyTaMu, ajie i A BU3HAYCHUX
JOJATKIB 3a IIIIXOM iX po3MilleHHS Yy (aiyioBiil cuctemi, a Takox 3a
HIISXOM acOLIHOBaHMX T'JIOK CUCTEMHOTO peecTpy KOHKpeTHoro I13.

- PermamMeHTHE OHOBJICHHS BHPOOHHKOM CHCTeMH 0a3 JaHUX 3arpo3 Ta
MPOrpaMHUX MOJAYJIIB B aBTOMaTMYHOMY pPEXHMI Ta/abo 3a PO3KIaJOM He
MEHII HiX 24 pa3u Ha 100Y.

- MOXITUBICTh IIEHTPAII30BAaHOTO OHOBJICHHSI CUCTEMHU aHTHUBIPYCHOTO 3aXUCTY
poOOYMX CTaHIM, MIAKIIOYEHUX JO JIOKAThbHOI Mepexi 3 OJHOTO
KOMIT FOTepa, IKUI PO3TAIIOBAaHUM B JIOKAJIbHIM Mepexi (MPOMIKHUKN cepBep
OHOBJICHb).

- MOXJITMBICTh OHOBJICHHSI MTPOTpaMHUX 3ac00iB 1 aHTUBIpYCHUX 0a3 3 PI3HHUX
JOKEpeJI, SIK 110 KaHallaxX 3B'sI3Ky, Tak 1 31 3MIHHHX HOCIB 1H(opMarrii.




- MOXIHMBICTD CTBOPEHHS J3€pKajla OHOBJIEHb Ta JIOKAJIHHOIO PETO3UTOPIO
¢aitnoBoi 1 BeO-pemyTarii Ui 3MEHIICHHS HABAaHTAXKCHHS HA 3O0BHIIIHI
KaHaJIU 3B’ SI3KY.

- MOXXIHMBICTD HaNAIITYBAHHS Yacy OHOBJICHb 1 CKAaHyBaHHS B MEXaX 3a/aHOTO
TEPMIHY.

- HasiBHiCTh i€papXi4HOi CHUCTEMH YMPABIIHHSA TMOJITHUKAMH 3 MOXKIHUBICTIO
yCIaJKyBaHHS YaCTHHH MOJITHK BiJl 6aTbKiBCHKHUX T'PYII.

- CepBep anaMiHICTpYBaHHS TMOBMHEH MiATPUMYBAaTH (YHKIIOHAT pPE3EPBHOTO
KOITIFOBaHHSI Ta BIIHOBJICHHS 3T1IHO HAaJaHO1 BUPOOHUKOM IHCTPYKIIii.

- HasiBHICTh aHTUBIpYCHOTO CKaHyBaHHA Tpadiky 3a Takumu rporokonamu: FTP,
HTTP, HTTPs i POP3 Tpadixky.

- MoxnuBicTh 3axucTy BeO-Tpadiky - mepeBipka 00'€KTiB, 10 HAAXOASATh Ha
KOMIT'FOTEp KOPUCTYBaya MpHU B3a€MOJIi 3 pecypcaMu Mepexi [HTepHer.

- MoxunuBicts 6510KyBaHHs [HTepHET-pecypciB 3a Beb-aapecoro abo [P-anpecoro.

- MoxnuBiCcTh 3aXUCTY Bij 3MiHM napametpiB 13 maposem.

- HasBHICTB 3axucTy BiJ (QIIIMHTY: 3aXUCT BiJ CIPOO OTPUMATH MMApOJIiB Ta 1HIITY
KoHGiaeHIIIHY 1H(pOpMaIlito, 3a00pOHIIOYH JOCTYN 0 WIKIJJIMBUM BeO-
CaMTIB, Kl IPUHMAIOTh BUI HOPMaJIbHUX BeO-CalTIB.

- MoxuBICTh IMIIOPTY IS BUSBIIEHHS 3710BMHUCHOTO [I3 curnatyp y gopmari-
OpenlOC.

- HasiBHiCTh (yHKIIi aBTOMAaTHYHOTO CIOBILICHHS aJMIiHICTPATOPIB CHCTEMH
AQHTHBIPYCHOTO 3aXMUCTy NP0 BHUSBJICHHS IIKIIJIHBOTO MPOTPAMHOTO
3a0e3neyeHHs .

- MoxxnuBicTh iHTerparii 3 HenTpom oesnekn Windows.

- HasiBHICTh TE€XHIYHOT'O CEpBICY 0 HAJACHJIAHHIO 3pa3KiB HOBOTO LIKIJJIMBOIO
NpOTPaMHOTO 3a0e3MedeHHsT JUIsi MPOBEACHHS aHami3y Ta HaJaHHS
PEKOMEH/TaITIi.

- Slkiio Moaynp He 37aTHUM 3a0J0KyBaTH LIKIIMBUI (aill B aBTOMaTHYHOMY
peXMMi, TOBHUHHI OYyTH 3alpolOHOBaHI HACTyNHI MEXaHI3MH pPYYHOIO
CTPUMYBaHHS €MiAeMii:

e (OyioKyBaHHS (Qaiina o iMeHi;

e (QJIOKYBaHHS 3aIKCy B IE€BHI AIKH;

e (OJIOKYBaHHS MEpPEXEBOI B3a€EMOII{ 3 MEBHUX MOPTIB;
e (OJIOKYBaHHS 3aIIMCYy B MEPEIKEBI TAITKH.

Mae OyTtu peanizoBaHO MeEXaHI3M BIANPAaBKH JIOBUIBHUX TOBIJOMJICHb Ha
Mi3aXUCHAX KOMIT IOTEp JUISt iHOpMyBaHHS KOpHCTYyBaya
aJMIHICTPAaTOPOM.

Bumoru J10
HiATPUMyBaHUX
MIOTEHIIMHAX KaHaIiB
BUTOKY JTAHUX

- @yHkIioHaN Mae OyTH peai3oBaHMi 3aco0aMM €IMHOTO 3 aHTHBIPYCHUM
areHToM, 0e3 HEeoOXI1AHOCTI BCTAaHOBJICHHS OYIb-IKOTO aojaTkoBoro [13 /
areHTy.

- Ilincucrema 3axucTy BiJ BUTOKIB JaHUX MOBHMHHA OyTH 3[aTHAa BUSBIATH
KOHQIIeHIIIiHI JaHl 110 T[epefalTbcs “‘BcepenuHy” 1 “Ha30BHI”
KOPITIOPAaTHUBHOT MepeXki 1o nmpoTokoiam sk Minimym: SMTP, HTTP, HTTPS,
FTP.

- Ilincucrema 3axucTy BiJ BUTOKIB JaHUX NMOBHMHHA OyTH 3[aTHAa BUSBIATU
nepeaaBaHHs KOH(DIICHIIMHNX JaHUX B KIIE€HTaX €JIEKTPOHHOI MOMITH (SIK
MmiHiMyM Microsoft Outlook) Ta uepe3 BeO-CTOpIHKM OHJIAMH IMOIITOBHUX
CEpBICIB.

- Ilizcucrema 3axuCTy BiJ BUTOKIB JaHWX TOBHHHA OYTH 3[aTHA BUSIBIISITH
KOH(1ACHITIITHI JaH1 10 EPeIal0ThCs Ha APYK.




[Tincucrema 3axXUCTy BiJl BUTOKIB JaHUX MOBUHHA OyTH 3/1aTHA BUSBISTH
KOH(]1ACHITIITHI 1aH1 1110 3aMUCYIOTHCS Ha 30BHIIIHI HakonuyyBadi: CD/DVD,
USB Flash.
[Tincucrema 3axXUCTy BiJl BUTOKIB JaHUX MOBUHHA OyTH 3/1aTHA BUSBISTH
KOH(1ACHIIIIHI JaH1 110 IEPEIAOTHCS 0 JIOKAJTbHIN Mepexi
Cucrema noBUHHA MIATPUMYBATH K MiHIMYM HacTYITHI B MTapaMeTpiB, 3a
SIKHMH TTPOBOJIUTHCS MOITYK KOH(DIICHIIIMHUX JaHUX:

e (CnoBHUK (B T.4. CIIOPITHEHI CJIOBA 32 KOPEHEM, KIJIbKICTh BXOJI)KEHb,

CHIBIAJIHHS BiJl BKA3aHOTO 32 MOPSAKOM CHMBOITY)

e Perymsapni Bupazu

e Mertanani daiis

e Howmepu GaHKIBCHKUX KapT

e Homepu macmopTiB Ta IHIIMX peryasipHUX andaBiTHO-ITUGPOBUX

KOMOIHAITii

CucremMa mMOBHHHA MIATPUMYBATH EKCHOPT Ta IMIOPT HajalliTyBaHb
¢inprpamnii y popmati XML
Cucrema nmoBuUHHA 3a0e3MeUyBaTH HACTYIHI BUAM peakilii Ha BUSBJICHHS B
nepeaanomy Qaitsi KoH}iIeHIIHHNX JaHuX

e brnokyBanHs nepenayi

e @ikcaris Qakry mepenadi B KypHaii

o Tlosimomnennst KopucryBauy

Bumorn no 3axucry
BiJl Bpa3JIMBOCTEH

Cucrema 3aXuCTy BiJl Bpa3iIMBOCTEH MOBHMHHA 3a0e3leyyBaTH MOKIMBOCTI
3aro0iraHHs BTOPTHEHHSIM Ha PiBHI MEpEeXi, HAIIEHNX Ha BPA3IMBOCTI SK
OC T1ak 1 CTOPOHHBOIO NIPOTrPAMHOr0 3a0€3MEUCHHsI BCTAHOBJIEHOIO Ha
poOouiii cTaHIil.

BupoOGHMK aHTUBIPYCHOTO IPOAYKTY Ma€ MaTH BIIACHY KOMaHy TOCJIiTHUKIB
nomuperoro II3 ta OC Ha npeaMeT HasBHOCTI BPa3JIMBOCTEH, a HE JIMIIE
CIHMPATHCh Ha pe3yJbTaTU JOCIIIPKEHb CTOPOHHIX OpraHi3arlii.

Cucrema NMoBHHHA MaTU MOJYJIb 3aXUCTY BiJ BpPa3JIUBOCTEH 0€3 yCTaHOBKHU
OKpEMOro BiJl aHTHBIpyca areHra, o0 YHMKHYTH MEepEHAaBaHTa)KEHHS Ha
KIHIIEBI TOYKH.

Cucrema 3axucTy MOBHMHHAa OyTW 3/1aTHa KOH(DIrypyBaTHUCS 3 METOIO
aKTUBalll TIIBKU THUX (UIBTPYIOUUX MpaBWI, K1 aKTyajbHI JAJs JaHOTO
KOMIT'IoTepa abo TPyIu KOMIT'FOTEPIB.

Cucrema 3axucTy MOBHHHA 320€31eUyBaTH poOOTH B peXKUMaX:

e Inline (B po3puB)

e TAP (B pexxumi npociyxoByBaHHS Tpadiky Ta ¢ikcarii mojii)
Cucrema 3axucTy TOBHHHa MaTH MOJIMBICTh BHOOPY IONEPEAHBO
CKOH(ITYpOBaHOTO MPOMUII0 JUIsl 3aXUCTY, HANPHUKIAJ, ONTUMI30BaHOTO 3
TOYKH 30py Oe3neku abo 3 TOUKH 30py MPOAYKTUBHOCTI 3217151 CIPOILEHHS Ta
MPUCKOPEHHS BIIPOBAHKECHHSI.

CucremMa Mae MICTUTH PO3AUT 3 JETaNbHOI KOHQITypalico i 1m1oa0
JOKEpesia 3 SKOTO TTOXOAATh HeOe3MmeuH1 KOMaH 1, 30KpeMa;

e ESTABLISHED Timeout
LAST_ACK Timeout
Cold Start Timeout
UDP Timeout
Maximum TCP Connections
Maximum UDP Connections
Ignore Status Code
Block Same Src-Dest IP Address
Minimum Fragment Offset
Minimum Fragment Size




[Tepenik mpaBuUi Ma€ MICTUTH Ha3By NpaBWiia, HOro cTaTyc (aKTHBOBAHO /
JICaKTHBOBAHO), TUM abo cimeicTBo II3 m0 sikoro mpaBwiio Moxe OyTH
3aCTOCOBAHUM, 1HJEKC 3a riobanbHoro kiacudikaiiero CVE, Microsoft CVE
(sixro BpasnuBicTh cTocyeThest [13 Microsoft), cryninp kputuanocti CVSS,
JIaTy OCTaHHBOTO OHOBJICHHS IPaBUJIA, Ta THIIII.

Bumoru 10 KOHTpOJIIO
JIOJIaTKIB

PoGota Moy 10 TOBHHHA HAJAIITOBYBATHCS SIK JIJIsl OKPEMHUX KOPUCTYBAUiB
iMropToBaHuX 3 Active Directory (uu rpym), TaK i st KOMI'FOTEPIB B IIJIOMY.
IToBuHHa OyTH MOJJIMBICTH JO3BOJUTH / 3a00pOHUTH TIOBIJOMIICHHS
KOpHCTyBaya Ipo OJIOKyBaHHS
[Tincucrema nmoBUHHA 3a0€3MEUNTH HACTYITHI KPUTEpli BU3HAUEHHS A0JaTKa!
e Kontposbna cyma SHAI
e Ceprudikat iudpoBoro mianucy
PoszramryBanns daiiny
Po3po6Huk
HanexxHicTe eBHOT KaTeropii, TUITY A0AaTKa
3aranpHUI pEUTUHT JOBIpH (32 JAHUMHU BHPOOHHKA)
['mobanpHa pO3MOBCIOIKEHICTh
[ToBuHHI OyTH peani3oBaHi HACTYITHI MOKJIMBOCTI KOHTPOJIO cepTU(dIKaTIB
JIOJIaTKIB:
e JloBipeHuii cepTudikar
JloBipenuid, ane 3actapinuii ceprudikar
Henoipenuii ceptudikar
Kpaina emitenta
Hazpa emitenTa
Opranizailist eMIiTEHT
Inmri arpulyTy emiTeHTa
[ToBuHHI OyTHM peasi3oBaHI HACTyNHI KpUTEpli BU3HAYEHHS MICIUS
po3TainryBaHHs Qaitny:
e  Daiii1 3 NUIIXOM, BIAIOBIIHUM MAacIIi
o  Daiin 3 MIIAXOM, BIAMOBITHUM PETYISIPHOMY BHpPaA3y
e dailn Ha OyAb-IKOMY JIOKAJIBHOMY CXOBHIII 3 IIUISIXOM, BIJITOBITHUM
Macti
o ®Daiin Ha OyIb-IKOMY JIOKQTbHOMY CXOBUIII 3 IIJISIXOM, BiATIOBITHUM
pEryJISIpHOMY BHUpa3y
e @ailn Ha 3HIMHOMY HOCI{ 3 IIJITXOM, BIATIOBIAHUM MacIli
e @aiin Ha 3HIMHOMY HOCIT 3 NUIAXOM, BIAMOBITHUM PETYISIPHOMY
BUpa3y
e  Daiin Ha MepeKEBOMY pecypci 3 IIISIXOM, BIJOBITHIUM MacIi
o  Daiin HAa MEPEIKEBOMY peCypci 3 IIUIIXOM, BIATMOBITHUM PETYJIIPHOMY
BUpa3y
CucremMa TMOBMHHA [O3BOJIATA BH3HAYaTH SIK MIHIMyM HAaCTyIHHX
BUPOOHUKIB mporpamHoro 3abe3neueHHs: Microsoft, Adobe, Oracle, Apple
Ta 1HIIL.
CucreMa TIOBHHHA JIO3BOJIATH BH3HAYaTH MPOTPAMHE 3a0e3MeUCHHS
HACTYITHUX KaTEeTOPiid:
e bpaysepu
[HCTpyMEHTH PO3POOKHU
3aco0u po3moaiIeHuX 00YUCIICHB
Irpu
[TpommBKY IPUCTPOIB 1 IpaiiBepu
[ToTentiino HEOE3MEeYH1 TpOrpamMu
CHucTeMH MUTTEBOTO OOMIHY MTOBIJIOMJICHHSIMU




e [HCTpyMeHTH POOOTH 3 MyJIbTUMEIIA

e 3acobu CHHXpOHI3aIlil 3 MOOUTPHUMHU IPUCTPOSIMU

e KiieHTH XMapHUX CXOBHUII]

e  VTUJITH 3alHCy Ta EMYJISATOPU ONTHYHUX JTUCKIB

e KIlieHTH MIPIHTOBUX MEPEXK

e 3aco0u miABHUIICHHS MPOJLYKTUBHOCTI

e CucTeMHI yTHIIITH
Cuctema moBHHHA 3a0e3leuyBaTH JIOBUIBHY KOMOIHAIIO MepepaxOBaHUX
BUIIIE KPUTEPiiB BU3HAUEHHS (ailmiB 3 BUKOPUCTAHHSAM OyJeBOI JIOTIKH
JI03BOJISIFOYY 200 OJIOKYIOUY 110 3aIyCKY MPOTPaM.
CykymHICTh ONOKYHOYMX 1 JO3BOJSIOYMX MPABHJI TOBUHHA TUHAMIYHO
3aCTOCOBYBAaTUCA 1O pOOOYMX CTaHIlM, 3TiAHO JOBUIBHOI KOMOIHAI|
HACTYIHHUX KPUTEPIiB 3 BUKOPUCTAHHSAM OyIJIeBO1 JIOTIKH:

e Bepcis arenra
Jomen
Im'st pobodoi cranmil
Hiana3on [P-aapec
HanexHicTh JOMEHY IMiJICUCTEeMH aHTUBIPYCHOTO 3aXHCTY
Im'st kopuctyBaua
['pyna kopucryBaya
Bepcis Windows

Bumorun po 3axucry
iHppacTpykTyp VDI

[Tincucrema  3axucty  iHQpactpyktyp VDI noBuHHa  6e31IOBHO
IHTETpyBaTHCA 3 CUCTEMOIO 3aXUCTY pOOOUNX CTaHIIIN
[Tincucrema moBMHHA MiATPUMYBATH HACTYIHI TIIaTGOPMHU BipTyasizallii:

e Citrix XEN

e VVMware vSphere

e Microsoft Hyper-V
[Tincucrema mMoBMHHA MIATPUMYBATH IHTErpaliio 3 OUIBII, HIX 3 OJHUM
rinepBizopoM OHOYACHO
[Tincucrema nMoBUHHA A03BOJIATH 3poOuTH eTanoHHui 06pa3 OC Windows 3
BOYJIOBaHUM areHTOM 3aXHUCTy
[Tincucrema MOBMHHA JO3BOJIATH HAJIALITOBYBAaTH MAaKCHUMAJIbHY KIJIBKICTh
areHTIB 1110 0IHOYACHO MOXYTh BUKOHYBATH OHOBJIEHHSI KOMIIOHEHT
[TincucremMa MOBMHHA JO3BOJIATU HAJIAIITOBYBATH MAKCHUMAJIbHY KIJIBKICTh
areHTIB 1110 MapajeabHO 3AIHCHIOITh MEPEBIPKY 3a PO3KIATOM
Cucrtema MoBUHHA MPOIMOHYBATH TaKi 000B’SI3KOBI MEXaHI3MU aHTHBIPYCHOI
MEepEeBIPKU:

e 3 noBHOIO 0a3010 (17151 aBTOHOMHHX 1H(PACTPYKTYP)

e 3 MmiHIMaIbHOIO 023010 1 BUKOPHCTAaHHIM CepBicy (aiiioBoi pemyTrarii

AHTHUBIPYCHOTO CEpPBEPY, YU pecypciB BUPOOHUKA

Bumoru 10 3axucty
poOoUnX CTaHIlii Ha
6a3i macOS

Cucrema 3axMcTy MOBHHHA 3a0€3Me4yBaTH MiATPUMKY HacTynHuX OC:
e macOS™ 11 ta Bue
ATEHT MOBUHEH MPONOHYBaTH HACTYIHI MEXaHI3MHU 3aXUCTY:
e (CurHarypHmii aHami3 mno "MOBHIA 0a3i" A KOMM'tOTEpiB,
PO3MIIIIEHUX B aBTOHOMHHX Mepekax
e CurHatypHuil aHajmi3 1Mo CKOpoOYeHid 0a3i JUIs KOMII'IOTEpiB, IO
MarOTh JIOCTYT JI0 OHJIAWH-PECYPCIB BUPOOHUKA
e (CurHarypHHMi aHaji3 MO CKOpOYEeHid 0a3l I KOMI'IOTEpIB, IO
MAalOTh JOCTYT JI0 BHYTPIIIHBOTO CEpBEpa 3 KOIMIE JaHUX 3 OHJIAWH-
pecypciB BUpOOHHKA
e TexHomnorii «MalIMHHOTO HAaBUaHHSA» JJIs 3aXHCTy BIJ 3arpo3
«HYJIBOBOTO JHSD»




- Cucrema 3axXuCTy MOBUHHA MIATPUMYBATH HACTYITHI TUITU CKaHyBaHHS:
e VY peanbHOMY uaci (IIpu CTBOpEHHI / 3MiHI1 (aiiiy)
e 3a 3aIuTOM KOpHCTyBaya
e 3a po3KiIaioM

- Cucrema 3axucTy OBUHHA MaTH (DYHKI[IOHAJ KOHTPOJIIO IPUCTPOIB:
e biokyBaHHS MiJKIFOYEHHS 30BHILIHIX IPUCTPOIB 32 iX TUIIOM
e J[03BOJIATH TUIbKH BiOOpaKEHHSI BMICTY 30BHIIIIHIX TPUCTPOIB
e [loBHuii nocTyn

- Cucrema KOHTPOJIIO 30BHIIIHIX MPHUCTPOIB MOBHHHA HAIAIITOBYBATUCS SIK
JUISl OKPEMHX KOPUCTYBadiB iMmopToBaHux 3 Active Directory (uu rpym), Tak
1 1711 KOMI'TOTEPIB B ILJIOMY.

- Cucrema KOHTPOJIO 30BHIIIHIX NPHUCTPOiB MOBMHHA MAaTH MOJJIMBICTh
ABTOMATHYHO 3MIHIOBATH MapamMeTp poOOTH B pasi poOOTH KOMIT'IOTEpa Mmo3a
KOPIIOPATUBHOI MEPEXEIO.

- Cucrema KOHTPOJIIO 30BHIIIHIX IPUCTPOIB MOBUHHA HAJAaBaTH MOXIIUBICTh
CTBOPEHHSI BUKJIIOYEHb SIK 3a [apaMeTpaMu CaMOro IMPHUCTPOIO (MOAEb,
BUPOOHHUK, CEpiHUN HOMEp), TaK i 3a MPOTPAMHUM 3a0€3MEUCHHSM, SKE
MaTHMeE JI03BLT Ha B3a€MO/I1I0 MOMpH T1obanbHy 3a00poHy /uig pemrtu [13.

- Cucrema 3axXUCTy MOBUHHA MaTH (DYHKITIOHAI CAaMO3aXHUCTy

- Ilincucrema noBuHHA 3a0e3MeUyBaTH HAJIC)KHUHN PIBEHb CAMO3aXHUCTY:

e  KOHTpOJIb IIJTICHOCTI areHTra

e 3anoOiraHHs 0JIOKyBaHHS poOOTH areHTa

e 3anoOiraHHs JOCTYIy HENpPHUBUICHOBaHMX KOpPHCTyBauiB /10 (ailiiB
areHTa, )KypHaliB

- Cucrema 3axMCTy IIOBUHHA JO3BOJIATH BHUKOPHUCTOBYBaTH HE TUIBKU
JIOKaJIbHY aHTHUBIpYCHY 0a3y, aje 1 MepeBIpsATH pemnyTauiio ¢ailiiB 1o
XMapHii 6a31 BUpOOHUKA

- IloBuHHa OyTH MOXJIMBICTh PO3MILIEHHS BCEPEIMHI KOPIOPATUBHOI MEPEXi
KOMil XMapHOi penyTauiiiHoi 6a3u BUpOOHMKa JUIs IepeBipkH (aiiiiB Ta BeO-
TIOCHJIaHb.

- Ilincucrema moBuHHa 3a0e3nedyBaTH OYMIIEHHS 3apaXEHUX CUCTEM BiJ
HACJIIJIKIB 3apa’KeHHS

- Ilimcucrema nmoBuHHA 3a0e3MeUnTH OJOKYBAHHS MIAKIIOYEHB J0 MIK1IJIUBUX
BeO-pecypciB

7 |IlinTpumka - Windows 10 1 HOBimIi
onepauiiHUuX CHCTEM - Windows Server Bepcii: nounHatoun Big Microsoft Windows Server 2012 i
KJIIEHTCHKOT YaCTUHU HOBIIIII.
8 |l'apanriiine - I'apanTiiiHi 3000B’s3aHHSA Ta TE€XHIYHA MIATPUMKA BiJ BUPOOHUKA MOBUHHA
o0CITyrOByBaHHSI  Ta CTaHOBUTH: Ha NMPOrpaMHy NPOIYKI[it0 HE MeHIe 12 MicsIiB.
CEepBiCHA MIATPUMKA.
@DyHKIIOHATbHI BUMOTH /10 IPOTPaMHOT MPOAYKLIi 3aXUCTy €NEeKTPOHHOT MOIITH 3 BOYI0BaHOIO
ICOYHULIEIO.
[IporpamHa mnpoyKiis MOBHHHA BIAMOBIIATH HACTYMHUM OOOB’SA3KOBMM (DYHKIIOHAJIBHUM
Bumoram (Tabmuis Ne 2):
Tabmuns Ne 2
Ne |TTapamerp .
/ HaiimenyBaHHS, XapaKTepUCTUKU
3/m
1 3arajibHi BAMOTH - IIporpaMHa npoayKiiisi MOBUHHA BKJIIOYATH MOXJIMBICTh 3aXUCTY HE MEHIIE
HDK 230 IOITOBUX CKPUHBOK KOPUCTYBAYiB




- PoGora y Burisini nporpamuo-anaparHoro kommuiekcey (ITAK), abo y Burmsnai
BIpTyaJIbHOI MAIIMHU 3 KEPYBaHHSAM Yepe3 BeO-KOHCOIb

- PoGora 3 xomieto Tpadiky y pexxumax SPAN/TAP, BCC

- PoGora B pexxumi "noriunoro po3puBy" (MTA) i3 yrpumanasMm 00'ekta 10
BUHECEHHS BEPIAUKTY

- MoxnuBicTs inTerpanii 3 XDR miatdopmoro Toro x BUpOOHHKA.

- HasiBHICTH CTaTH4HOT aHTHBIPYCHOT IEPEBIPKHU MEpeT BIAMPABKOIO 10 MO IS
«ICOYHUIII.

o 3a 06a3aMu BiJOMHUX CHUTHATYD;
o 3a MonensiMH, OTPUMAHUX Ha OCHOBI AITOPUTMIB MAIIMHHOTO
HaBYaHHS 317151 IPOTUIT HEBIAOMHUM 3arpo3am.

- IlinTprMka 3MiHU MapuIpyTy AJs JUCTIB y 4yep3i mo: MX-3amucy, IP-aapeci
Yd JOMEHHHMM IM’SIM TIOIITOBOTO CEPBEPY 3 MOMIIMBICTIO BKa3yBaHHA
NPIOPUTETHOTO MAPIIPYTY JOCTABKH

- MOXITUBICTh 0OMEKYBaTH KUIbKICTh OJJHOYACHUX BXiTHUX 3’ €/THAHb

- MOXITUBICTh CTBOPEHHSI JOBIPEHHX JKepen nmomTH 3a [P-anpecoro u Mackoro
miaMepexi

- MOXITUBICTB OJIOKYBaHHS JKEPEIT MTOIITH 32 IPABUIOM "'3a00pOHH BCiX, OKPIM
SBHO BKa3aHUX"

- MOXITUBICTD 3aMiHHU aJIpeCcy OTPUMYyBaya

- Anani3 nomru i3 miarpumkoro TLS y T.u. Bepceii TLS 1.3

- ligrpumka DKIM, DMARC, SPF

- ITigrpumka texaonorii DANE is BUXiTHUX JHCTIB

- Ilpotupis atakam, HanijieHUX Ha 30ip peanbHUX anpec kopucryBadiB (DHA)
32 HACTYITHUMH KPUTEPISIMU:

o Ilepion ananizy

o BizacoTok nucTiB 3 HeOE3NEUHUM BMICTOM

o 3arajbHa KUIbKICTh JIUCTIB

o KinbkicTio oTpumyBauiB

o KinbkicTio HEICHYIOUMX OTpUMYBaviB
3 MOXJIMBICTIO MOCTIHHOTO 200 THMYACOBOT0 OJIOKYBaHHS BiJIPAaBHUKA
Ha 3a/1aHU IPOMIXKOK Hacy

- I[IpoTuais atakaMm, 110 ONMMPAIOTHCS HA BIANpPaBKy aBToBiAmoBiaed (Bounce
Attack) 3a HaCTyMHMMHM KpUTEPISIMU:
o Ilepion anamizy
o BizacoTok nucTiB 3 HeOE3NEUHUM BMICTOM
o 3aranbHa KUIbKICTh JIUCTIB
3 MOXJIMBICTIO MOCTIHHOrO a00 TUMYacOBOTO OJOKYBaHHSI BIANIPABHUKA Ha
3aJJaHUN TIPOMIXKOK yacy
- MOXITUBICTh BBOJY JIIMITIB 32 KUIBKICTIO BIAMPABICHMUX JIMCTIB BiJl OJTHOTO
BiJIIpaBHUKa 3a email-agpecoro Ta 3a [P-agpecoro 3a meBHUI MPOMiIKOK
4acy 4M 3a KUIBKICTIO JIMCTIB 3 OJOKYBaHHSM, TPUBAJIICTh SIKOTO MOXHA
KOH}IrypyBatu
- IlinTpumka mm@pyBaHHsA HaJICWIaHHS MomITH Ha ocHoBi IBE amropurmy
BJIACHOI pO3pOOKHU
- MOXITUBICTH aBTOMATHMYHOT'O 3aCTOCYBaHHS MIM(PYBaHHS IMpH HAasBHOCTI
KJIIOYOBHUX CJIIB y 3arojIoBKax, y TUI JIMCTAa UM y BKJIAZCHUX (paiiimax
- MOXITUBICTh 3aCTOCYBaHHA MiH, SKIIO (akTWYHA ajgpeca BiNNpPaBHUKA He
CHiBHaJa€ i3 3a3HaUEHOIO B 101 "BiA" (3aXUCT BiJ criyQiHTy)




- MOXITUBICTh OKPEMOT'0 HANAMITYBAaHHS il 32 pIBHAMH KPUTHYHOCTI pU3UKY

- MOXKITUBICTh BCTaBIATH TEKCTOBI MITKM Yy 3arojOBKH/TEMY JIHMCTa IPH
MOPYIICHHSX MOITUK O0e3MeKn

- MoxnuBICTh 30€piraTé OpUTriHAJBHHUNA JHCT y KapaHTHHI y BHUIAJKy KOJH
BKJIQ/ICHHS HE MOXe OyTH BUAJICHO, 00 Tepe/l BUAAJICHHIM BKIIaICHHS

- MOXIHBICTh TEpecCHJIaHHS JIUCTa, Ha SKUA 3pearyBaja TOJITHKA
AQHTHUBIPYCHOTO 3aXHCTy, HA OKpeMU MOIITOBHHA cepsep mo SMTP, abo y
BurisiAl npuxosanoi korii (BCC) Ha okpeMuil MOmTOBUHN SIIUK

- MoXIHBICTh TIEpEeCHIIaHHS JIMCTIB Ha OKpemuil 'cepBep apxiBamii" s
30epiranHs

- HasBHiCT, KapaHTHHY TOMITH, JOCTYITHOTO aJMiHicTpaTopy (3a Bcima
3arpo3amu)

- HasiBHiCTB TepCOHAIBHOTO KapaHTHUHY TOIITH, JJOCTYITHOTO KOPUCTYBayaM (3a
CIIaMoM)

- ABTOpH3alis KOPUCTYBaYiB y KapaHTHHI 32 JOMEHHUM OOJIKOBUM 3aITICOM

- Po3cuika KOHCOJITI0BaHKX 3BITIB 32 YTPUMaHUMH JIMCTAMU Y TIEPCOHAITTLHOMY
KapaHTHHI KO)KHOMY KOPHCTYBauy

- IlpuB's3ka momiTHk 10 kopuctyBauiB Active Directory / LDAP

- ITigTpMKa 30BHINIHIX MICOYHUIIb TOTO K BUPOOHUKA

- IlinTpumka nepenayi innuaenTis mo Syslog y ¢dopmarax CEF, LEEF

- [TigTpMka mepenadi 3BiTiB MPO IHIUIACHTH MO email

- Ilepe3anmc/3amina  HeOE3MEYHMX  MOCWJIAHb  yCEepenuWHI  JHucTa 3
NepeHanpaBIeHHsIM Ha CTOPIHKY 3 TOBIJOMJICHHSM Mpo HeOe3NeKy Ha
caMoMy MOyl abo MJOBUIBHIA CTOpiHII / BHYTPINIHBOMY TOpTai
oprauizarii

- CtBopeHHs BUHATKIB 3a cnoBamu B URL aiis 3actocyBaHHs mpaBuil 3aMiHU
MOCHJIaHb (3am00iraHHs MOPYIIEHHIO pOOOTH MaPKETUHTOBUX PO3CHIIOK)

- CTBOpeHHsI BUHATKIB 10 BIJIPAaBHUKAM Ta OJep>KyBadaM JUIsl IEPEBIPKU Ha
CIIAM

- CTBOpeHHsI BUHATKIB 110 BIJIIIPpaBHUKaM Ta OJiep)KyBauaM 3a: JIOMEHOM, [P-
aZpecoro/MAMEPEKEI0 3a Mackor, email-ampecoro, TUmamMu 3amucy A,
AAAA, MX

-Ilpu nomaBaHHI BIANpPaBHMKA/OTpUMyBaua y CIHCOK BHKIIOUYEHb —
AHTHUBIPYCHA Ta KOHTEHTHA (PUIbTpallisl 3a TUIIOM JI03BOJIEHUX 00’ €KTIB Ma€e
3aJIMIIATHCh AKTHBOBAHOIO

- ITigTpuMKka YOpHUX CIUCKIB BIANPAaBHUKIB (aapecu, fomeHH, [P, MX)

- CtBopenHst BuHATKIB 3a cioBamMu URL (3axucr Bing mopyuieHHs poOOTH
CIIUCKIB PO3CHIIOK)

- [linTpumka 30BHINTHIX OaTaHCYBATBHUKIB /IS MTOOY/TI0BU B1IMOBOCTIAKOCTI

- [Tigtpumka SNMP mu1st MOHITOPUHTY

Bumorn no anamizy
HOILITOBOTO Tpadiky

- IlinTpumka xoHTeHTHOI (impTpamii 3a Tumamu QaiiniB, ciIoBaMU B
TUTI/3arOJIOBKax/BKiIaieHnX  (Qaimax, po3Mipamu  Qaimie  Ta 3
BUKOPUCTAHHSM PETyJISIpHUX BUPA3iB

- MoxuBIiCTh KOHTEHTHOTO (D1JIbTPA BUAAISATH aKTUBHUN BMICT (HalpUKIIa,
CKPHIITH, MAaKpOCH) BCEPEIUHI TOKYMEHTIB

- Hassnicts Mexani3miB DLP koHTpoIItO Ha/l BUXITHUMH JTUCTAMU

- IlinTpumka sBHOT 3a00pOHU 3amapoaeHux 00'eKTiB (apXiBiB Ta JOKYMEHTIB)

- IlinTpumka aHTHCHAM 3aXKCTY BiJl pemyTarii JKepe

- IlinTpuMmKa aHTHCIIaM 3aXHCTY Ha CUTHATYPHIH OCHOBI

- MoxIuBICTh BUSBIATH Ta OJOKYBAaTH INKIATUBUN Kon y (aitmax, 1o
NEPEAAIOTHCS eIEKTPOHHOIO OUITOK KOPUCTYBAUiB




MexaHi3M mepe3anucy MOCWIaHb 3 TOAAJBIIAM aHANI30M KOXKHOTO
nepexoay M0 HHUX KOPHUCTyBada 3 METOK PETPOCIEKTUBHOI OIIHKA
KOMIIpOMETAIlil I[IbOBUX CTOpPiHOK 3acobamu  xmapHoro Threat
Intelligence.

MOXIJIUBICT TPUMYCOBOI (pydHOi) Iepefadi JUCTIB JUIA aHAm3y Yy
dopmarax EML ta MSG.

Binxunenns nucta Big HeBimomux [P-agpec BignpaBHUKIB a00 TOMEHIB
BinxuseHHs 11ucTa HEBIJOMUM KOPIIOPAaTUBHUM OTPUMYBadaM

HasBhicTe 3axucty Big "cxoxux" 3 BiloMUMH, a00 KOPHOPAaTHUBHHUMH
JOMEHaMHM, KOJH 3aMiHa CHMBOJIB Yy aJpeci MOXX€ BBOJIHTH B OMaHY
OTpHMYyBaya JIACTA. 3aXUCT IMOBHHEH JIO3BOJISITH PETYJIOBATH CTYITiHb
"cX0XKOCTI" NUIIXOM 3MiHU KO€(]illi€HTIB TOTOXKHOCTI;

JlomaTKoBI BUMOTH

[Tporpamua npoaykiis moBuHHa OyTH cymicHoro 3 ITAK (mporpamuo-
amapaTHUM KOMIUIEKCOM 13 BOy10BaHUM (YHKI[IOHAJIOM MiCOYHUIII) 3
HACTYITHUMH XapaKTePUCTUKAMHU:

[TinTpuMKa iHTETPOBAHUX MICOYHUILb HE MeHIe 30 BipTyalbHUX MaIllUH
Ha OJIMH IPUCTPIi

HasiBHiICTH MOKJIIMBOCTI BCTAHOBJICHHS MepekHUX iHTepdeiiciB 10Gbps
[TinTpumka micounuis Bepciii OC: WinXP, Win7, Win8/8.1, Win10/11
(st Beix Bepceiit 32/64 6ita)

[TinTpumka nicounuiib Bepciit OC ans cepeepiB Win2003, Win2008,
Win2012, 2016, 2019, 2022 (ans Bcix Bepciii 32/64 Gita)

MO>KJIMBICTh CTBOPEHHS MICOYHMIIb Ha OCHOBI BiacHuX 11adnoHiB OC i3
NPUKIIAQJIHUAM YHiKanpHAM [13 mianpueMcTBa Ta MOXKIUBICTIO
AaBTOMATHU30BaHOI IEPEBIPKH KOPEKTHOCTI 00pa3y miciis HOro miJroToOBKU
3a JI01oMOroro crenianizoBanoro 113 BupoOHuka

[TinTpumka ykpaiHomoBHUX OC y micoyHHIII

Buxopucranss yHikaapbHUX akTUBaLiIiHUX Kimro4iB uist Windows, Office
Ta 1HIIOrO MPOTPAMHOTr0 3a0€e3MeUeHHs MCOUYHUIIb, 1110 MOKE BUCTYIATH
TPUTE€pPOM CIpaltoBaHHs WKiIuBoro 113

[TinTpuMka BUX0oy micoyHMIb B iHTepHET yepe3 NAT ta mpokci
[TinTprMKa po3KpUTTS Ta IEPEBIPKH BMICTY 3allapoJIeHUX apXiBiB Ta
nokymeHTiB (Office, PDF) 3a 3a3nanerip miAroToBIEHOX CIOBHUKOBOIO
0a3oro

[TinTprMKa pO3KPHUTTS Ta NEPEBIPKU BMICTY 3alIapOJICHUX apXiBiB 1
nokymenTiB (Office, PDF) nuisxoM aBTOMaTUYHOTO BHITy4€HHS MapoJis 3
TijJla IUCTa YU TEMH Ta 3aCTOCYBaHHS HOro 10 BKJIAJEHHS (B T.4. 1 B
1HIIIOMY/HACTYITHOMY JIUCTI)

MOo>XJIMBICTh TOBTOPHOT MEPEBIPKHU JIMCTIB 3 HEPOSKPUTHUMHU
3arapoJICHUMH BKJIQJICHHSAMH [UIIXOM PYYHOTO BBEJCHHS NapoJis s
BIJIKPUTTSI B KapaHTHUHI (3 HACTYITHOIO JIOCTaBKOIO "Oe3neyHoro" nucta abo
pearyBaHHSM 3a BUSBJICHUM PU3UKOM 3T1IHO MOJIITHKU O€3IeKN)
[Tonepeani nepeBipKy BMICTY 3a penyTaliiHUMU 0a3aMH Ta €eBPUCTUKOIO
JO BiampaBku B micOYHUIIO ((haiiiu, MOCUIaHH)

3aBaHTa)KeHHS BMICTY/00’ekTy 3a AoBUTbHUMU URL-niocunanHsIMu y nucti
Ta MOJAIBIINI HOr0 aHaITi3

3aBaHTa)KEHHS BMICTY/00’€KTY 32 OCUJIAHHSIMH 3 XMAapHUX CXOBHUII]
(Dropox, Google, OneDrive To1110) y JHMCTI Ta MOJAJIBIINNA HOro aHami3
MoxunuBicTh kKoperyBatu napamerpu HTTP(s)-ceciit a1 3aBaHTaX)eHHs
00’€KTIB 31 CTOPOHHIX peCcypciB (TPUBATICTh CECii, Yac 3aBaHTAKCHHS,
po3Mip 00’ €KTY 3aBaHTaXKEHHsI) — JUISI ONTHMI3aIlii 4acy 0OpOOKH JIMCTIB




Bunydenns Ta anaini3z nocuians 3 1okymenTiB Office ta PDF 3
MO>KJIMBICTIO TIepeBipkH He MeHIe 20 mocuianb Ha TOKyMeHT. KilbKicTh
NOBHHHA OyTH JOCTYIHOIO JJIsl peAaryBaHHs

Bunydenns Ta aHaii3 nmocuianb i KonteiHepis .MHT

Bwrydyenns Ta aHami3 mocuiianb s GaiiiiB ycepenrHi apXiBiB
MoOXIJIUBICTh MPUMYCOBOTO HAJICHJIAaHHS JIMCTIB Ha BKa3aHi TEMH IS
aHayi3y B MICOYHUILX (0€3 penyTaliitHoi/eBpucTuIHOl nepeadipTpartii
daiinis/mocusaanp)

[TinTpuMKka po3kpUTTA 3anaposieHux apxiBiB Ta nokyMeHTiB (Office, PDF)
3a 3a3JJJIer1/lb MiATOTOBJICHOIO CIIOBHUKOBOIO 0623010

MO>KJIUBICTh PO3IIUPEHHS CITUCKY TUITIB (haiIiB, 110 EPEBIPAIOTHCS, B
MICOYHMIIAX 32 PaXyHOK BCTaHOBIIEHHs HeoOxinHoro 13 Bcepenuny
00pazy MiCOYHUIll KOPUCTYBaYEM

[TinTpuMKa CUCTEMU TI00ATBHOTO CITUCKY «OUIHX TOAATKIBY JUIS
3HIKEHHS! XUOHOTIO3UTUBHUX CIIPAI[bOBYBaHb TP 00pOOI1Ii B MICOUHUITI
3icraBienns pe3ynsraTiB i3 MITRE ATT&CK

BinoOpaxeHHs y 3BiTi CKaHyBaHHS CXEMAaTUYHOI 109ipHBO-0aThKiBCHKOT
MoOJIeJI1 3aIyCKy HIKI/UTMBHUX MPOIECIB Mij Yyac aHaii3y y MiCOYHUII
[TinTprMKa cTBOpeHHsI BUHATKIB 3a Xemamu, [P, URL, nomeHom
MOo>XJIMBICTh HATAIITYBAHHS KPUTEPIiB [ iepeayl 00'eKTiB Ha aHAli3 y
MiCOYHHUIAX (IPIOPUTE30BaHI BiIPAaBHUKN/OTPUMYBaUi, pO3IMINPEHHS
daiiiB 000B’I3KOBUX /IS aHATI3Y, TPUBATICTh MIEPEBIPKH)

MOXIIMBICTh IPUMYCOBOTO HAJICHJIAHHS ITEBHUX KaTeTopiit (aiiiiB ams
aHai3y y MCOYHMIISIX

MOKTMBICTE TIpiOpUTE3Allii BIAMPABICHHS JUCTIB JI0 MMCOYHHMIII HA OCHOBI
BiJIITPaBHUKA/OTpUMyBaya

MoxuuBicTs npumycoBoro BianpasiaeHHss URL 10 micouHuIli Ha ocHOBI
KJIFOYOBHX CIIIB Y TEMI JIUCTA

CriliKicTh 10 TeXHIKM 00XOAy MICOYHHUIb (B T.4. 3 IEPEBIPKU OTOUEHHS,
MAC azapec Ta TaitMepiB 3aImycKy, MOKJIMBICTh BCTAHOBJICHHS JTOBITBHUX
JipaiiBepiB Ta MiJIKIOYEHUX MPUCTPOIB B SIKOCTI MPUMAHOK Ta 1HIIUX
MEXaHi3MiB)

[TinTprMKa MOBHOILIIHHOT CUMYJISIIIT B TICOUHUII JJIsl TAKUX THUIIIB
00'eKTiB, ajie HE OOMEXKYIOUHCH : .svg, .swf, .mov, .htm, .html, .xht, .xhtml,
.mht, .mhtml, .jar, .class, .doc, .dot, .docx, .dotX, .pps, .ppsX, .ppt, .pptx,
pub, .xla, .xls, .xlIsx, .xIt, .xIm, .cell, xml, .xIsb, .xItx, .hwp, .hwpx, .jtd,
.gul, .msg, .slk, .iqy, .csv, .odp, .ods, .odt, .docm, .dotm, .potm, .ppam,
ppsm, .pptm, .xlam, .xIsm, .xItm, .chm, .Ink, .rtf, .pdf, .bat, .cmd, .js, .jse,
.hta, .psl, .vbe, .vbs, .wsf, .url, .sh, .com, .cpl, .crt, .dll, .drv, .elf, .exe, .0cx,
.Scr, .Sys, .7z, .ace, .alz, .amg, .arj, .hgx, .bz2, .bzip2, .cab, .cpio, .cpgz,
€09, .gzip, .9z, .ics, .lIha, .Iharc, .1zh, .eml, .email, .msg, .rar, .sit, .sitx, .tar,
gz, .tnef, .winmail.dat, .win.dat, .iso, .uue, .vcs, .xz, .zip, .dmg, .pkg, .0
Busisnenns 0-day excriolTiB y ¢aitnax JOKyMeHTIB

[TinTpruMKa i1eHTHdIKaLIi 3arpo3 y MICOYHUISIX HAa OCHOBI IaHUX MOJEi
MaIIMHHOTO HAaBYaHHS

Jeranizariist pe3yapTaTiB aHai3y B micouHuIll (3BIiT y opmarti .pdf abo
.html, pcap-daiin mepesxeBoro nammy, 3HiMKH ekpany, [OC, minBaHTaxeHi
nomatkoBi komroneHTy 1II13)

Cumysiis nepexoy 3a MOCHJIaHHAMU (Y TOMY YUCII 3
NepeHanpaBIeHHIMH) yCepEeIUH1 MCOUYHUIIb 3 HACTYITHIM aHali30M
BMICTY

Cumynsis mepexony 3a KOPOTKUMH MTOCUJIAHHSAMH 3 HACTYITHUM aHAIi30M
BMICTY

BusiBneHHs 3arpo3 y MiCOUYHHUIX HA OCHOBI mpodiniB Yara




[ToGynoBa 3B'SI3HOTO JIAHITIOXKKA MTOJIIH Y 3BiTI AJIS Bi3yaJIbHOTO
MIPEACTABICHHS PE3yJIbTATIB PO3CIIiTyBaHHS

Po6ora y dhopmari BipTyansHOi MamuHu y cepeaopuini VMware, Hyper-V
be3 HeoOxigHOCTI TPUIOAHHS TOATKOBOT JIILIEH311

KoHcomigaris gaHux 3 ycix KepoBaHUX MOJIYIIIB

HasBHicTh BOYZJOBaHOTO PETIO3UTOPi0 00pa3iB "MiCOYHUIG", IPOLIMBOK,
MaTyiB Ta XOT(}IKCiB.

MOXIJIUBICTh CTBOPEHHS 3aB/IaHb 111010 MOIIUPEHHS OHOBIEHB [13,
BCTAHOBJICHHS IM1aT4iB, XOT(IKCIB Ta 00pa3iB "MiCOYHUI" O BCiX
KEepPOBaHUX MOJYJISIX Ta aBTOMAaTHYHE BUKOHAHHS 1X 3a pO3KJIaI0oM (J1aTa,
TOJIMHH, XBUJIMHH).

LlenTtpainizauis oHoBieHb [13 3a BciMa KepOBaHUMH MOJTYJISIMU
LlenTtpanizanis nomupeHHs/3amMial 00pa3iB "micoyHuIp" 3a BciMa
KEpOBAaHUMH MOAYJISIMH aBTOMAaTHYHO 32 PO3KIIaIOM

3abe3neueHHs perutikanii KOH(Iryparii Mik KepOBaHUMHU TPUCTPOSIMU
3abe3neueHHs €1MHOT TOUKH 00MiHY iHauKaTopamu kommpomeraiii (IoC)
Ha piBHI BCIX KEPOBAHUX MOJYJIIB

3abe3neuenns nepeaadi loC 3acobam aHTHUBIPYCHOTO 3aXUCTY KiHIIEBHX
TOYOK TOT'0 CaMOT'0 BUPOOHUKA.

3abe3neuenns nepegadi [oC 3 ycix kepoBaHUX MOJYJIIB CTOPOHHIM
cucremam (CheckPoint, Palo Alto, BlueCoat Ta iH.)

[TyGnikauis cnucky loC 3acoGamu BHyTPIIIHBOTO BeO-cepBepa A
CHPOILEHHS 1IHTEeTpamii 3 MPOAYKTaMH CTOPOHHIX PO3POOHHKIB

€nuHa cucrema omnoginiesb y popmati CEF, LEEF, SNMP 3a nonissmu Bij
yCIX KEpOBaHUX MOJIYJIiB

LlenTpaiizoBaHe pO3MOBCIOKEHHS MPO(iiB Yara 1mo BCix KEpOBaHUX
MOJYJISX A igeHTudikarii 3arpo3 y "micouHusmx"

IlenTpamnizoBane po3noscromkeHHs nmpodiniB STIX no Bcix kepoBaHUX
MOJYJSX A igeHTudikarii 3arpo3 y "micouHusax"

[enTpanizoBane nomupenHs npo¢iniB metogom TAXII cropoHHIM
cucreMam

Cucrema noctyny Ha ocHoBi RBAC

Iarerpanis 3 Active Directory 1ist aqMiHICTPaTUBHHX 3aBJIaHb
[lenTpanizoBanuii "4opHUi" CMCOK 00'€KTIB 3a BCIMa KEPOBAHUMHU
MOJTYJISIMH

[{enTpamnizoBanuii cCMCOK BUKIOUEHb 00'ekTiB (xemri, nomeHu, URL, IP)
3a BCiMa KEPOBAHUMH MOYJISIMA

MOXIJIMBOCTI AE€TANBHOTO MOIIYKY 1HIIMJIEHTIB 100 IHPOKOTO CIIEKTPY
napameTpiB 13 30epeKEHHSM MOITYKOBOTO 3aIHUTY

MoxuBicTh 30epekeHHs JeTaiel IHIUACHTY (BKIIOUalo4M 3BiTH, OITHUC,
pcap-aamIm)

3icTaBreHHs JIOKaTbHUX Pe3yNbTaTiB iHIuAeHTY 3 1anuMu Global Threat
Intelligence

LlenTpasnizoBaHe KepyBaHHS CIIOBHMKOBOIO 0a3010 MapOJiB JUIsl PO3KPUTTS
3anapojeHux apxipiB Ta JokyMeHTiB (Office, PDF) no Bcix kepoBaHuX
HPUCTPOSIX 3 MOMKIIUBICTIO €KCIIOPTY/IMIOPTY CITUCKIB.

I"apanriiine
00CIIyroByBaHHS Ta
CepBiCHA MiITPUMKA.

["apanTiiiHi 3000B’3aHHS Ta TEXHIYHA MITPUMKA Bl BUPOOHMKA TOBUHHA
CTAaHOBMTHU: HA MPOTPaMHy MPOAYKIit0 He MeHIe 12 micsuiB. [locayru 3
opernu ITAK Ha TepmiH aii JimeH3ii, HaJamITYBaHHS Ta BIPOBAJKCHHS
MpOrpamMHOI MPOYKITii MOBUHHO OYTH BKJIIOUEHO Y BapTICTh MPOIO3HUIIIT Ta
3AIMCHIOBATHCS KBaJTi(iKOBaHMMHU cCHewiajgicTamu, sKi cepTH]ikoBaHi
BUPOOHMKOM Ta MatoTh piBeHb «Certified Professional» abo ananor (Hamatu
Komito cepTugikary, nmoHaiimMene Ha 1 crenianicra).




OOrpyHTyBaHHS 04iKyBaHOI BAPTOCTI NpeaMeTa 3aKyNiBJIi, po3Mipy 0I0/I’KeTHOT0 NPU3HAYCHHSA:
OuikyBaHa BapTICTh 3aKyIiBiai (OpMyBaach 13 CEPENHIX I[iH KOMEPIIHHUX MPOIO3MINH, HaTaHUX

cy0’€KTaMH roCroIapOBaHHS.

OuikyBana Baprictb 1 119 333,33 rpu 6e3 I1/1B



